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LoxBerry 3.0 zu einem VPN Server machen

In wenigen Schritten kann man mit dieser Anleitung den LoxBerry zu einen (WireGuard)VPN Server
machen.

Voraussetzungen

e Account bei DuckDNS.org
e DynDNS-Refresher Plugin
e Statische IP am Loxberry

Duck DNS:

1. Account bei Duck DNS erstellen.
2. Domain mit "add domain" anlegen
3. Token und Domain auslesen

Duck DNS

Duck DNS

account (D
type free
token (D
token 1 year ago

generated 28 Jul 2022, 05:51:34
created date

d om ai NS 4 http:// duckdns.org | add domain

domain current ip ipv6 changed

— : ipv6 address 5 minutes ago = delete domain

This site is protected by reCAPTCHA and the Google
Privacy Policy and
Terms of Service apply.

DynDNS-Refresher Plugin:

exampledomain und Token mit dem von euren Duck DNS Account ersetzen
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1. Name: exampledomain.duckdns.org

2. URL:
https://www.duckdns.org/update?domains=__exampledomain__&token=__a7c4d0ad-114e-40ef-
bald-d217904a50f2_ &ip=

3. Update-Intervall setzen

4. Speichern

LoxBerry Toolbox: DynDNS-Refresher

@

DynDNS-Refresher

Update-Interval in minutes: 5

URLs to process:

ﬁ Name: [exampledomain.duckdns.org ]
URL: [https:ﬂwww.duckd ns.org/update?domains=exampledomain&token=a7c4d0ad-114e-40ef-baid-d21 ?904350‘&&ip=]

URL: [Enter URL here ]

Name: [Enter note/name here ] ‘

Download Logfile ‘

‘ Cancel ‘ Save

PiVPN installieren

Als root am LoxBerry anmelden (siehe Eine SSH-Verbindung mit putty aufbauen / Shell-Zugriff).

Einen neuen DietPi Benutzer mit einem sicheren Kennwort hinzufiigen, in meinem Beispiel "vpn"

# adduser vpn

Adding user vpn'

Adding new group “vpn' (1002

Adding new user vpn' (1002) with group "vpn'

Creating home directory /home/vpn'

Copying files from ' /etc/skel'

New password:

Retype new password:

passwd: password updated successfully

Changing the user information for vpn

Enter the new value, or press ENTER for the default
Full Name
Room Number
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Work Phone
Home Phone
Other
Is the information correct? [Y/n

PiVPN installieren

curl -L https://install.pivpn.io | bash

2 loxberry@loxberry: ~

Welcome

‘ PiVPN Automated Installer | ‘

| This installer will transform your Raspberry Pi into an OpenVPN or |
WireGuard server!

OK
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B loxberry@loxberry: ~

Privacy setting

{ IPv6 leak |

Although this server doesn't seem to have a working IPvé
connection or IPvé was disabled on purpose, it is still
recommended you force all IPv6 connections through the VPN.

This will prevent the client from bypassing the tunnel and leaking
its real IPv6 address to servers, though it might cause the client
to have slow response when browsing the web on IPv6 networks.

Do you want to force routing IPvé to block the leakage?

Yes (meine Empfehlung)
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& loxberry@loxberry: ~

IP Information

{ IP Information }

Since we think you are not using Raspberry Pi 0S, we will not
configure a static IP for you.

If you are in Amazon then you can not configure a static IP
anyway. Just ensure before this installer started you had set an
elastic IP on your instance.

oK

LoxBerry Wiki - BEYOND THE LIMITS - https://wiki.loxberry.de/


https://wiki.loxberry.de/_detail/modifikationen_hacks/pasted/20231125-175433.png?id=modifikationen_hacks%3Aloxberry_3.0_zum_vpn_server_machen

Last

;ggg;i/zs modifikationen_hacks:loxberry_3.0_zum_vpn_server_machen https://wiki.loxberry.de/modifikationen_hacks/loxberry_3.0_zum_vpn_server_machen

18:54

B loxberry@loxberry: ~

Parsing User List

| Local Users |

Choose a local user that will hold your ovpn configurations.
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& loxberry@loxberry: ~

{ Choose A User |
Choose (press space to select):

( ) dietpi
( ) loxberry
(*) vpn

<Cancel=>

Benutzer "vpn" mit den Pfeil und Leertaste wahlen, OK
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B loxberry@loxberry: ~

Setup PiVPN

Installation mode |
WireGuard is a new kind of VPN that provides near-instantaneous
connection speed, high performance, and modern cryptography.

It's the recommended choice especially if you use mobile devices
where WireGuard is easier on battery than OpenVPN.

OpenVPN is still available if you need the traditional, flexible,
trusted VPN protocol or if you need features like TCP and custom
search domain.

Choose a VPN (press space to select):
(*) WireGuard
{ ) OpenVvPN

<0k> <Cancel>

OK, diese Anleitung behandelt nur die WireGuard Installation, OpenVPN sollte aber auch
funktionieren.
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& loxberry@loxberry: ~

| { Default wireguard Port
| You can modify the default wireguard port.
Enter a new value or hit 'Enter' to retain the default

<Cancel=>

oK

Hier kdnnte der Port fur WireGuard geandert werden, ich belasse diesen beim Standardwert 51820,
dieser Port muss am Router per Portweiterleitung an die Loxberry IP weitergeleitet werden.
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B loxberry@loxberry: ~

Setup PiVPN

{ DNS Provider |
Select the DNS Provider for your VPN Clients (press space to
select).

To use your own, select Custom.

In case you have a local resolver running, i.e. unbound, select
"PiVPN-is-local-DNS" and make sure your resolver is listening on
"10.135.115.1", allowing requests from "10.135.115.8/24".

Quad9
OpenDNS
Level3

DNS .WATCH
Norton
FamilyShield

<Cancel=

Hier sollte fur die Meisten der Standardwert passen, OK. Es kann auch mit "Custom" der lokal DNS
Server eingetragen werden.

https://wiki.loxberry.de/ Printed on 2025/07/02 03:34


https://wiki.loxberry.de/_detail/modifikationen_hacks/pasted/20231125-180047.png?id=modifikationen_hacks%3Aloxberry_3.0_zum_vpn_server_machen

2025/07/02 03:34 11/17 LoxBerry 3.0 zu einem VPN Server machen

2 loxberry@loxberry: ~

{ Public IP or DNS | |
Will clients use a Public IP or DNS Name to connect to your server
(press space to select)?

() GO Us: this public IP
(*) DNS Entry Use a public DNS

<Cancel>

"DNS Entry" wahlen, OK
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B loxberry@loxberry: ~

PiVPN Setup }
What is the public DNS name of this Server?

exampledomain.duckdns.org

<Cancel=

exampledomain mit eurer Duck DNS Domain ersetzen, OK
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& loxberry@loxberry: ~

Server Information

The Server Keys will now be generated.

oK
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B loxberry@loxberry: ~

Security Updates

Unattended Upgrades

Since this server will have at least one port open to the
internet, it is recommended you enable unattended-upgrades.

This feature will check daily for security package updates only
and apply them when necessary.

It will NOT automatically reboot the server so to fully apply some
updates you should periodically reboot.

Da der LoxBerry durch die Portweiterleitung zumindest mit dem WireGuard Port direkt im Internet
erreichbar ist wird empfohlen Automatische Updates zu aktivieren. Dies ist auch meine Empfehlung.
Die folgenden Fenster immer mit OK und Yes bestatigen.
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& loxberry@loxberry: ~

Make it so.

Installation Complete! |

Now run 'pivpn add' to create the client profiles.
Run 'pivpn help' to see what else you can do!

If you run into any issue, please read all our documentation

carefully.
ALl incomplete posts or bug reports will be ignored or deleted.

Thank you for using PiVPN.

Fertig!
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B loxberry@loxberry: ~

‘ { Reboot |

| It is strongly recommended you reboot after installation. Would
you like to reboot now?

Bitte den LoxBerry neustarten.

PiVPN Benutzer anlegen

Als root am LoxBerry anmelden

Mit folgenden Befehl einen Benutzer anlegen, es kann nur eine Verbindung pro Benutzer hergestellt
werden. In meinem Beispiel habe ich zwei Benutzer angelegt.

# pivpn -a
Enter a Name the Client: JohnDoe
::: Client Keys generated

Client config generated

Updated server config

WireGuard reloaded

Done! JohnDoe.conf successfully created

JohnDoe.conf was copied to /home/vpn/configs easytransfer.
Please use this profile only on one device and create additional
profiles other devices. You can also use pivpn -qr

to generate a QR Code you can scan with the mobile app.
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# pivpn -a
Enter a Name the Client: JaneDoe
::: Client Keys generated

:: Client config generated

:: Updated server config

:: WireGuard reloaded

:: Done! JaneDoe.conf successfully created
:: JaneDoe.conf was copied to /home/vpn/configs easytransfer.

Please use this profile only on one device and create additional
:: profiles other devices. You can also use pivpn -qr

:: to generate a QR Code you can scan with the mobile app.

Mit "pivpn -qr" wird ein QR Code zur Konfiguration der WireGuard App ausgegeben.
WireGuard - Apps bei Google Play

WireGuard on the App Store (apple.com)
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